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Abstract: Online transactions have become a part of everyday life for many users and it has emerged as a big sector of the entire
online trade. Most of the online transactions depend upon card transactions that take place through a gateway. This gateway
causes threat to inexperienced users about security for their confidential data such as: pin-number and passwords, actual insecurity
due to hackers of the gateway, charges by the third-party gateway. The third-party gateway that charges lesser percentage of the
amount transacted might provide less security. In-order to avoid such threats, avoiding the gateway by doing the transactions
directly through the bank server is more secure, efficient and creates more trust among the users. As proposed system deals with
reduction of perceived risk of cybercrime, this facilitates increased online service use. Triple DES algorithm is used here for

secure payment information transfer.

I. INTRODUCTION

ONLINE services provide extensive individual and socio-
economic benefits to modern society. Online banking has
introduced a convenient yet inexpensive and effective way of
remotely handling financial transactions [1]; e-commerce has
increased product availability while decreasing trading
costs[2]; and online social networks have deepened personal
relationships worldwide [3]. Reviewing the economic growth
literature, Cardona et al. show in [4] that information and
communication technology increased labor productivity in the
EU by at least 31% (33% in the US) since 1995. Brynjolfsson
emphasizes the magnitude of the consumer surplus generated
by online services, which provides additional social welfare
not reflected in the traditional statistics [5], [6]. Consequently,
the European Commission has set further online service
diffusion and area-wide broadband roll-out as essential
objectives for sustainable economic and social benefits in their
Digital Agenda for Europe 2020[7].Unfortunately, the
growing online space also creates an exposure to malicious
behavior. Utilizing the characteristics of the Internet, such as
scalability, anonymity, and global reach, cybercrime emerged
as a new form of crime and evolved into a serious industry in
which specialized attackers operate globally [8]. Consumer-
oriented cybercrime, which includes identity theft, credit card
fraud, and phishing, makes the use of online services risky for
all Internet users [9]. To avoid precarious situations, many
Internet users remain hesitant to use online services. Such
reluctance leads many to miss out on the social and economic
benefits provided by an Internet-connected world. Anderson et
al. agree that the majority of cybercrime costs are indirect
opportunity costs, created by users avoiding online services
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[10]. Understanding how these costs are formed is a main
prerequisite to craft appropriate responses for dealing with a
global cybercrime problem. Work on the social effects of
cybercrime is still rare, as most studies focus on the criminals’
motives and attacks, or propose technical, organizational, and
regulatory measures to prevent cybercrime. To fill this gap, we
synthesize work from information systems (IS) research and
criminology. We devise a model that explains the impact of
cybercrime on the avoidance of online services by showing
how cybercrime creates perceived risk and how this risk
makes users hesitant to use online services. We test our model
with a secondary analysis of the 2012 Eurobarometer Cyber
Security Report (CSR), a representative pan-European survey
on the public perception of cybercrime [11]. We use structural
equation modeling to test seven hypotheses for three important
online services, namely: online banking, online shopping and
online social networking.

Il. LITERATURE SURVEY

The impact of the Internet on the social lives of users: A
representative sample from 13 countries .Y. Amichai-
Hamburger and Z. Hayat ,vol. 27, no. 1, pp.585-589,
2011,This study analyses results from the World Internet
Project, comprised of representative samples from 13
countries (22,002 participants). The study assess the influence
of Internet use over social interactions in separate life domains
(e.g. with family members; friends; colleagues; business). The
analysis confirms that Internet usage can actually enhance the
social lives of its users. Qualifications to the research are
discussed while highlighting the different life domains in
which we found significant correlations between Internet
usage and increased social interactions.

Www.ijcrcst.com

650



‘liﬂgﬂcsr

(L Volume 2, Issue 3 (March '2016)

I11. Technology Acceptance in its Research

Models

Explaining the acceptance of new technologies, have been of
interest in IS research since the first commercial use of
computers. Several models have been introduced to measure
the influence of different factors on the individual intention to
use a new technology [12]. We focus on studies applying
acceptance models in the context of general online services,
online banking, online shopping, and online social networking
(OSN).

IV. TECHNOLOGY ACCEPTANCE MODEL

The Technology Acceptance Model (TAM; [13]) is
prominently used in IS research to explain the acceptance of a
wide spectrum of new technologies ranging from operating
systems to desktop applications to online services [14], [15].
TAM is based on the general Theory of Reasoned Action
(TRA; [16], [17]), but tailored to explain and predict the
acceptance of information technology. It proposes that
Perceived Ease-of-Use (PEU) and Perceived Usefulness (PU)
of an application increase the Behavioral Intention (BI) to use
it. Ultimately, the Bl determines the actual Usage Behavior
(U). Legris et al. show that the following findings are typically
convergent across TAM studies: PEU and PU increase the
Bltousea technology, which ultimately has a positive effect on
U [14]. Even though TAM has been intentionally constructed
to explain employees’ adoption of company owned, work-
related software [13], many studies show its applicability in
other contexts, including online services. A recent literature
review shows that of 165 publications that consider the
adoption of online banking between 1999 and 2012, the
majority applies acceptance models (mostly TAM) [18]. A
similar proliferation of acceptance models for online shopping
adoption was found by [19]. Zhou et al. developed the Online
Shopping Acceptance Model (OSAM), extending TAM for
application in an online shopping scenario [20] . Models of
online social network adoption, however, mostly focus on
other factors, such as network externalities [21],
connectedness and participation[22].Nevertheless, a few
studies also apply TAM in the OSN context. Pinho & Soares
show its applicability by analyzing OSN adoption for a set of
150 students [23]. However, they remark that the use of the
parsimonious TAM model is a limitation of their study. Shin et
al. utilize TAM by extending the model with Perceived
Involvement and Enjoyment [24].

ACCEPTANCE

V. OTHER TECHNOLOGY

MODELS.

Further commonly used acceptance models are the Theory of
Planned Behavior (TPB; [25]), which extends TRA with a
behavioral control factor, and Innovation Diffusion Theory
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(IDT; [26]), which explains adoption through properties of the
innovation itself. Arguing that all of them capture important
aspects, but none is able to measure technology acceptance
sufficiently, Venkatesh et al. propose the Unified Theory of
Acceptance and Use of Technology (UTAUT) model [12].
Integrating eight different technology acceptance models, the
UTAUT model is increasingly used for analyzing the
acceptance of online banking [18] and has been shown to
explain up to 70% of the variance in the Bl variable, exceeding
former TAM studies [12]. However, the base model misses at
least one important factor — perceived risk (PR) — vital for all
online scenarios [27] and especially critical when cybercrime
is involved.

VI. RISK IN ONLINE TRANSACTIONS.

The importance of PR in commercial transactions was already
identified by Bauer in the 1960s, who states that shopping
always involves risk because the buyer’s decision has
consequences that can be unpleasant and are not perfectly
predictable [28]. The spatial and temporal separation between
consumers and retailers and the open architecture of the
Internet increase this uncertainty [29] and are the reason why
PR is more pronounced in online shopping than in traditional
brick-and-mortar shopping [30]. Two forms of uncertainty are
naturally present: behavioral and environmental uncertainty
[29]. Behavior and certainty is concerned with the behavior of
dubious, possibly malicious online merchants. Environmental
uncertainty reflects a more general concern about the security
of the Internet as a channel for commercial transactions. Both
can increase the level of perceived risk. As individuals feel
threatened by uncertain situations and try to avoid them, PR is
an important factor potentially limiting the intention to use
online services [31], [32].

Perceived Risk in TAM. Consequently, PR is likely to
account for variance in the behavioral intention variable of
TAM, when applying it to online services [29], [33].
Featherman & Pavlou systematically integrate PR into TAM
[27], by adding PR as a multidimensional constructl. Fig. 1
illustrates that PR reduces the intention to use an eservice (Bl)
directly and indirectly via reducing its PU. The negative
impact exists for initial as well as repeated online shopping
and is found to be larger for less experienced Internet users
[33]. PEU can mitigate the negative effects of PR, because it
reduces uncertainty and increases the user’s confidence in
using an online service [27]. Martins et al. confirm the
importance of risks by integrating the UTAUT model with the
PR theory [35]. They derive a model which explains 81% of
the usage behavior variance for 248 online banking customers
in Portugal.

VII. TRUST

Featherman & Pavlou describe trust as the antidote to PR,
because trusting the online seller and the Internet in general

Www.ijcrcst.com

651



‘liﬂgﬂcsr

(L Volume 2, Issue 3 (March '2016)

reduces the PR of online transactions [27]. Therefore, trust can
be another important factor in the adoption process of online
services, mitigating behavioral uncertainty [29]. A number of
studies include trust as a construct that influences the adoption
of electronic services (e.g., [32], [36], [37], [38], [39]). [40]
show the importance of trust for online banking adoption by
conducting a meta analysis, which incorporates 26 SEM
models into a single random effects SEM. Their aggregated
findings suggest that trust is the most important impact factor
on the initial use intention of online banking, outperforming
the original TAM factors PEU and PU. Other studies found
similar evidence for OSN users. Having trust in the provider is
strongly linked to disclosure of information and participation
in social networks [41].

VIIl. TECHNOLOGY ACCEPTANCE OF ONLINE
SERVICES.

Most research using risk-extended technology acceptance
models is conducted within the online banking domain,
including comparative studies (e.g., [1]) and national
applications around the globe (e.g., [35], [42], [43]). Trust is
more frequently used in the context of online shopping (e.g.,
[32]). However, some studies also use PR or both constructs
(e.g., [44]). The adoption of OSN is less frequently tested with
technology acceptance models, however, some studies show
their applicability (e.g., [45]). The findings across the different
online services and acceptance models are mostly consistent.
The general hypotheses of TAM — PU and PEU increase the
Bl to use an IS service — are confirmed for online services. PR
is an important factor in the initial and continuous use of
online services [31] and should be included, either as
antecedent (e.g., [27], [46]) of PU, PEU, and Bl or as a
moderating factor (e.g., [31], [33]). PR is a second order
construct, as defined by [27], and privacy, performance and
financial risks are the most salient first order factors. The
negative influence of PR on BI or one of its antecedents, i.e.,
PEU or PU, is frequently shown. Finally, trust is shown to be
reducing PR and increasing Bl.

Perceived Risk in Criminology While the former Section
explains how perceived risk negatively influences the society
by making users hesitate to use online services, this section
sheds light on how people’s risk perception of crime is
formed. Fear of crime is multidimensional in nature consisting
of two distinct components [52]. First, the rather rational risk
perception, which is often operationalized as a product of the
probability of victimization and the severity of the crime. And
second, fear as a rather emotional feeling of being unsafe. The
two constructs are highly interrelated, and the effects between
them are still unclear [53]. As we do not intend to clarify the
relation between the two constructs, we focus on perceived
risk, but consider fear of crime to be implicitly included,
assuming that emotional reactions also influence how people
reactto cybercrime. However, future research should clarify
the risk—fear relationship in the online context.
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Victimizaton Effects on Risk Perception. Examining prior
victimization as an antecedent of perceived risk of crime
yields mixed results. Most scholars found strong effects (e.g.,
[54], [55], [56], [57], [58]). Yet others found just weak or no
effects at all (e.g., [59]). [60] state that the examination of the
link between victimization experiences and perceived risk is
not yet conclusive. However, as perceived risk is assumed to
be a function of the probability of getting victimized and the
severity of the criminal act [52], we suspect that crime
experience leads to an increased concern about it. Visser et al.
provide empirical evidence for the effect based on two
representative European surveys conducted in 2006 and 2008
[58].

IX. MEDIA EFFECTS ON RISK PERCEPTION.

The effect media has on risk perception is similarly
controversial [61]. Reviewing the literature, Wahlberg &
Sjoberg found that media coverage influences risk perception,
especially if reports repeat over time [62]. Jackson argues
logically that the media plays a role in people’s perception of
crime risk and severity, as it is the primary source of
information about the extent, nature, and seriousness of
crime[63]. As crime reports tend to be rather sensational and
alarming, they are likely to increase public risk perception
[62]. A majority of research was conducted for TV news.
Studies found that watching TV reports increases the feeling
of being unsafe [61], especially if the reports resonate with
personal experiences [64], cover sensational crimes [63], [65],
or are broadcasted frequently [64]. Local crime tends to have a
stronger effect on the perceived risk [61], especially for people
living in high crime areas [64]. It is suggested that the media
needs to be considered as one factor among others, such as
prior victimization, experiences in the social environment, or
demographic factors [62].

Risk

X. DEMOGRAPHIC FACTORS

PERCEPTION

AND

Demographics are important in measuring fear of crime, as
different social groups are found to have different perceptions
of the risks of victimization [58]. Hale found that women,
elderly, and Caucasians tend to be more fearful compared to
their counterparts [66]. However, other studies found different
effects, because the influence of demographic factors can
change substantially depending on the situation and type of
crime [61].

Xl. PERCEIVED RISK OF CYBERCRIME

The information capabilities of the Internet change the nature
of crimes, as they provide cyber criminals with simple, cost
effective and repeatable means of conducting rapid global-
scale attacks, while remaining anonymous or unreachable for
law enforcement [67]. We consider consumer-oriented
cybercrime, i.e., cybercriminal attacks that potentially harm
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Internet users, as they have the biggest effect on online service
adoption. Therefore, we deliberately exclude some forms of
cybercrime such as industrial espionage.

SERVICES

X1l. CYBERCRIME ONLINE

AVOIDANCE

AND

Research on online service avoidance as a response to
perceived risk of cybercrime is rare and isolated. Saban et al.
conducted an exploratory study in three US cities, finding that
exposure to spam e-mails, which is considered to be a “weak”
form of cybercrime, reduces consumers’ online purchases and
the trust in information found online [68]. Smith proposes that
expectancy theory explains the negative effect cybercrime has
on online shopping. However, his claims are not backed by
any empirical data [69]. Alshalan conducted an empirical
study on a sample of 987 US house holds finding that cyber
crime experience increases the fear of cybercrime [70]. More
recently, B"ohme & Moore conducted a secondary analysis of
the 2012 Eurobarometer Cyber Security Report, which is also
utilized in our analysis [71]. Using a set of simple logistic
regressions, they found that cybercrime experience, media
exposure, and cybercrime concern decrease the likelihood of
using online services. Their approach provides valuable
insights, but lacks a multi-stage consideration of the effects
(i.e., cybercrime experience increases cybercrime concern,
which ultimately reduces online participation) and an
underlying theoretical model. Featherman et al. provide a
theoretical model, which builds on the perceived risk-extended
TAM [27], to test the impact of privacy risk on perceived ease-
of-use and the intention to use e-commerce [49]. They find
that the perceived ease-of-use, the vendor’s credibility and

capability reduce privacy risk and ultimately increase
adoption. However, the focus on e-
commerceandthesoleconsiderationofprivacyrisk,  neglecting

crime, limit their study. To overcome these limitations, we
next propose our research model.
4.2 Data We test the research model using the Special

Eurobarometer 390, Cyber Security Report (CSR) which was
published by the European Commission in July 2012 as part of
a series of publications to raise cybercrime awareness and
encourage the provision of counter measures [11]. The survey
was conducted in March 2012 in all 27 EU member states. A
total of 26,593 respondents above the age of 15 were
interviewed face-to-face in their respective mother
tongues.Usingstratificationbycountryaswellasrandomrouteandc
losestbirthdayruleswithincountries, the survey is considered to
be a representative sample of European citizens above the age
of 15. 8,583 cases are excluded from our analysis, because
respondents reported that they do not use the Internet at all.
172 cases (0.96%) are removed, because they contain "Don’t
Know” responses for all perceived risk and/or cybercrime
experience related questions. Another 640 “Don’t Know”
responses (3.6%), measuring cybercrime experience, are
changed into "Never”, assuming that respondents who do not
know whether they experienced cybercrime have not
experienced it. The remainingl, 275 incomplete cases(7.17%)
are handled by Mplus using pairwise deletion. Consequently,
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our analysis is based on 17,773 cases representing 18,605 EU
Internet users (normalized weights).

X DISCUSSION

Research on the economics of cybercrime has been largely
descriptive. By contrast, we present a theoretically derived
model to explain the impact of consumer-oriented cybercrime
on online service avoidance and provide empirical support
based on a pan-European sample. Four out of five tested
hypotheses regarding the influence of perceived cybercrime
risk and its antecedents are confirmed for online shopping and
online banking (H1, H2, H3, H7). The positive influence of
media awareness on perceived risk (H4, H5) is suggested by
related research, but not empirically validated. The moderation
effect of user confidence is partly confirmed. Effects between
constructs are invariant (H6), but latent variable means for
perceived risk of cybercrime and avoidance of online banking
and shopping are significantly higher for unconfident users
(H7). We now discuss the robustness of our results (6.1) and
present theoretical (6.2) and practical implications (6.3).

XIV. ROBUSTNESS

By testing our research model using secondary data of a
complex multi-national sample, our study overcomes
limitations of similar work, in particular non-representative
sampling. However, conducting a secondary analysis requires
special consideration of the robustness of the results. We use
reflective multiitem measures to measure the perceived risk
construct even though it is originally identified as
multidimensional [27]. Consequently, the good reliability and
validity of the results found for cybercrime experience and
perceived cybercrime risk need to be confirmed by future
research using validated measurement scales. We find high
heterogeneity in the data set, which is likely caused by
variation between countries and interviews conducted in
different languages. The heterogeneous data set and the short
ordinal scales lead to low correlations between indicators and
constructs. However, all but one between-construct
correlations and the majority of path coefficients are highly
significant. The sophisticated surveying process and the large
sample size of the Cyber Security Report as well as state-of-
the-art analysis methods for complex samples with categorical
indicators ensure the statistical power and reliability of our
results.

XV. LIMITATIONS AND FUTURE RESEARCH

Our results have somete chnical limitations. The scales in the
Cyber Security Report led to the exclusion of the media
awareness construct from the empirical analysis. We suggest
to define a dedicated cybercrime awareness construct, derived
from the technical awareness construct introduced by [85], and
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test the research model on primary data. The cross-sectional
design and the analysis of a single European sample also limits
our results. Several authors demonstrate the importance of
cultural aspects when studying technology acceptance (e.g.,
[36], [46]) and security behavior (e.g., [86]). To gain a more
comprehensive picture, consumer reactions to cybercrime
should be compared between countries. A longitudinal
analysis also promises interesting results, because general
Internet usage patterns and cybercrime practices change and
evolve constantly. A model-related limitation is the absence of
original, positive TAM factors. As consumers consider
benefits and risks during the adoption process, a complete
model, including perceived ease-of-use and perceived
usefulness, should be tested to assess the predictive power of
our research model. Featherman et al. test such a model,
though unfortunately they just focus on privacy risk and
neglect other forms of cybercrime [49]. The long term goal is
the validation of the model to predict cybercrime impact on
online service avoidance and ultimately indirect cybercrime
costs. Such a model would be extremely valuable to
understand the cybercrime problem and justify expenses for
counter measures. Furthermore, direct and indirect cybercrime
costs could be compared to validate existing studies. To
complete the picture of social and economic cybercrime
impacts, the model could be transfered from consumer
research to the business context, e.g., to study the avoidance of
cloud computing services.

XVI. EXISTING SYSTEM:

Three important online services: online banking , online
shopping, online social networking .These services use some
gateway for transaction that creates an insecure feeling among
the users about their data.

Perceived Risk-extended TAM

Perceived
Usefulness

(PU)

Behavioral
Intention

(BI)

Perceived
Ease of Use
(PEU)
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XVII. PROPOSED SYSTEM

The reduction of perceived risk of cybercrime .This facilitates
increased online service use. Two sets of actions: Reducing
perceived risk of cybercrime, Increasing Internet user’s
confidence.

Payment Page

Bank
Server

Shopping

Product page
Portal

Server Request forward

A

Get data from Databas,

Shoppe
Database

I Get data from Database
Bank
Database

XVIII. CLIENT AND SERVER CONFIGURATION

Fig: proposed system architecture

In this Module we create a two server, one for Data owner and
client interface and another for payment detail enter page that
page is maintained by bank Server which contains the client
bank details.

XIX. UPLOAD PRODUCT

Data Owner uploads the product information (product name,
cost, Acc no..) .All uploaded Product information data are
maintained by Server Database and that Server is responsible
for all client request process except payment page.This
preserves the security as it does not have any chance to misuse
the confidential data of the customer.

XX. BANK SERVER INTERFACE

Banking server is Responsible for direct Client Secure online
payment, to avoid the risk of fraud online shopping web
portal.It receives the request from the vendor directly without
using any third party gateway.So this avoids the need for the
third party gateway thereby avoiding the issues such as
security and additional cost.
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XX1. BUYER PORTAL

This page is provided by bank servers, when client click buy
option from shopping portal. This portal is an interface
between the client and the shopping port server.lt only
contains all the private details of the buyer.

7CONCLUSIONS Indirect cybercrime costs, incurred by
fearful Internet users who are reluctant to use online services,
are a big problem for today’s Internet-dependent society. We
synthesize well-established research on technology acceptance
models and criminology in the context of consumer-oriented
cybercrime, to analyze factors that drive the counterpart of
acceptance — online service avoidance. Building upon the
widely used Technology Acceptance Model, our findings
demonstrate the value of including a dedicated perceived
cybercrime risk construct affecting online service avoidance.
We test the model based on a representative European sample
for three different online services: online banking, online
shopping, and online social networking. The structural
equation modeling analysis provides evidence for the negative
impact of perceived risk of cybercrime on the use of online
services and shows that the biggest impact is on the avoidance
of online shopping. The model also explains antecedents of
perceived risk of cybercrime, in particular, how prior
cybercrime experience increases the perceived risk and
ultimately consumer’s avoidance of online services. The
effects are invariant between user groups of a different online
proficiency (measured by the user’s confidence in doing
transactions online). However, the level of perceived risk as
well as online shopping and banking avoidance are
significantly higher for less proficient Internet users. This
highlights the importance of user education and strongly
suggests that besides on-going active cybercrime defense (to
reduce victimization), increasing Internet user’s digital literacy
must be a major target to reduce the costs of cybercrime for
todays Internet-dependent society.
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